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Legal Notices

IMPORTANT

1. All legal terms and safety and operating instructions should be read thoroughly before
the product accompanying this document is installed and operated.

2. This document should be retained for future reference.

Attachments, accessories or peripheral devices not supplied or recommended in writing
by Pointer Telocation Ltd. May be hazardous and/or may cause damage to the product
and should not, in any circumstances, be used or combined with the product.

General

The product accompanying this document is not designated for and should not be used in
life support appliances, devices, machines or other systems of any sort where any
malfunction of the product can reasonably be expected to result in injury or death.
Customers of Pointer Telocation Ltd. using, integrating, and/or selling the product for use
in such applications do so at their own risk and agree to fully indemnify Pointer Telocation
Ltd. for any resulting loss or damages.

Warranty Exceptions and Disclaimers

Pointer Telocation Ltd. Shall bear no responsibility and shall have no obligation under the
foregoing limited warranty for any damages resulting from normal wear and tear, the cost
of obtaining substitute products, or any defect that is (i) discovered by purchaser during
the warranty period but purchaser does not notify Pointer Telocation Ltd. Until after the end
of the warranty period, (ii) caused by any accident, force majeure, misuse, abuse, handling
or testing, improper installation or unauthorized repair or modification of the product, (iii)
caused by use of any software not supplied by Pointer Telocation Ltd., or by use of the
product other than in accordance with its documentation, or (iv) the result of electrostatic
discharge, electrical surge, fire, flood or similar causes. Unless otherwise provided in a
written agreement between the purchaser and Pointer Telocation Ltd., the purchaser shall
be solely responsible for the proper configuration, testing and verification of the product
prior to deployment in the field.

POINTER TELOCATION LTD.’S SOLE RESPONSIBILITY AND PURCHASER’S SOLE REMEDY
UNDER THIS LIMITED WARRANTY SHALL BE TO REPAIR OR REPLACE THE PRODUCT
HARDWARE, SOFTWARE OR SOFTWARE MEDIA (OR IF REPAIR OR REPLACEMENT IS NOT
POSSIBLE, OBTAIN A REFUND OF THE PURCHASE PRICE) AS PROVIDED ABOVE. POINTER
TELOCATION LTD. EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF
NON-INFRINGEMENT, MERCHANTABILITY, SATISFACTORY PERFORMANCE AND FITNESS
FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL POINTER TELOCATION LTD. BE LIABLE
FOR ANY INDIRECT, SPECIAL, EXEMPLARY, INCIDENTAL OR CONSEQUENTIAL DAMAGES
(INCLUDING WITHOUT LIMITATION LOSS OR INTERRUPTION OF USE, DATA, REVENUES
OR PROFITS) RESULTING FROM A BREACH OF THIS WARRANTY OR BASED ON ANY OTHER
LEGAL THEORY, EVEN IF POINTER TELOCATION LTD. HAS BEEN ADVISED OF THE
POSSIBILITY OR LIKELIHOOD OF SUCH DAMAGES.
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Intellectual Property

Copyright in and to this document is owned solely by Pointer Telocation Ltd. Nothing in this
document shall be construed as granting you any license to any intellectual property rights
subsisting in or related to the subject matter of this document including, without limitation,
patents, patent applications, trademarks, copyrights or other intellectual property rights,
all of which remain the sole property of Pointer Telocation Ltd. Subject to applicable
copyright law, no part of this document may be reproduced, stored in or introduced into a
retrieval system, or transmitted in any form or by any means (electronic, mechanical,
photocopying, recording or otherwise), or for any purpose, without the express written
permission of Pointer Telocation Ltd.

© Copyright 2019. All rights reserved.
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Introduction

1.1 About this Document
The MiniTrack Evaluation Suite Manual is a comprehensive guide that provides information
required to run an initial appraisal and testing process of the MiniTrack unit, without
requiring a full and real installation. Other relevant information, such as release notes and
protocols, can be found on the Cellocator website.
The MiniTrack Evaluation Suite contains a complete set of components that simplify bench
testing of the system and serve as a demonstration platform for people wishing to
understand the operational aspects of the system. The Suite is also intended to facilitate
the development of interfaces to the MiniTrack system by integrators or service providers.
For additional information about setting up the MiniTrack Evaluation environment, please
refer to the MiniTrack Programming Manual and the Cellocator Wireless Protocol
documents which can be downloaded from Cellocator website.
This document includes step by step instructions for setting up evaluation environment as
follows:
¢ Preparation of the Evaluation Kit (Section 2)
+ Setting up the Evaluation Environment (Section 3.2)
¢ Getting Started with the Cellocator Evaluation Suite (Section 3.3)
¢ Communication Center and GPRS Manager Setup (Section 3.4)
¢ Programming the Communication Parameters of the Unit (Section 3.5)
¢ Testing the Evaluation Set Up (Section 3.6)
¢ Setting up the SMS Manager (Section 3.7) if required.
This document also includes an overview of the various applications required for
Cellocator unit evaluation, including:
+ Error! Reference source not found. (Section Error! Reference source not
found.)
¢ Communication Center (Section 4)
¢ GSM GPRS Cellocator Unit Simulator (5)
1.2 Abbreviations and Terminology
Abbreviation Description
CC Communication Center
ACK Acknowledge
CCcC Command and Control Center
CSF Content Sealed Format
DB Database
OTA Over the Air
PDU Protocol Description Unit (Common name for data SMS)
SMS Short Message Service (GSM)
MiniTrack Evaluation Suite Manual Page 6 of 46
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Abbreviation

Description

EDR Emergency Data Recording
PL Programming library
References

All the reference documents listed in the following table can be downloaded from the
support section of the Cellocator website (www.Cellocator.com).

# Reference Description

1 | MiniTrack Product The document provides high-level information
Overview required by service providers considering the

integration and operation of MiniTrack.

2 | Cellocator Wireless This document explains the unit’s wireless
Communication communication structure. It describes every byte of
Protocol the incoming/outgoing packets, which can be sent

or received by the unit over-the-air.

3 | MiniTrack This document explains the unit’s serial
Programming manual | communication by AT commands to program the

MiniTrack unit.

MiniTrack Evaluation Suite Manual
Copyright © 2019 by Pointer Telocation, Ltd.
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Version

Date

Description

0.1

May 13, 2019

Initial version

0.2

May 20, 2019

After first iteration with technical writer

0.3

June 10, 2019

After more cleanup by technical writer
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Preparation of the Evaluation Kit

Evaluation Kit - Hardware Components

This section describes the MiniTrack Evaluation Kit hardware components required for
setting up the evaluation environment. Specific descriptions of the various Evaluation Kits
for each MiniTrack unit type can be found in the following location:

http://www.cellocator.com/products/evaluation-kits/

The Evaluation Kit is packaged in a dedicated suitcase. The MiniTrack unit and the
MultiSense units are packed in the upper layer of the suitcase. The power adapter,
accessories and harnesses are packed in the lower layer of the suitcase. The arrangement
of the devices and harnesses is shown in the following pictures.

Figure 1: Evaluation Kit

Pinout of the MiniTrack:

Pin Color Function

1 Black Ground

2 Red Power In (9-32V)

3 Grey RXD (Input to Device)
4 Orange TXD (Qutput from Device)
5 White Ignition Input (GPIOA)
6 Blue Reserved

7 Green Panic Input (GPIOB)

8 Yellow Lock Input (GPIOQ)

9 Violet Relay 2 (GPIOE)

10 Green/Black | Relay 1 (GPIOD)

MiniTrack Evaluation Suite Manual
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All the hardware elements required for setting up the evaluation environment for any
MiniTrack are listed in Table 1.

Table 1: Common Components required for any MiniTrack Evaluation Environment

Name/Part Number Description Picture

MiniTrack Connect to 12V power supply

(the black and red wires in
the picture),

Connect the USB-UART
converter wires as hereby
described:

e GND (black) to GND
(black) at the MiniTrack

e TXD (Blue) to RXD (Grey)
at the MiniTrack

e RXD (White) to TXD
(Orange) at the MiniTrack

2.2 Evaluation Software Components

The Cellocator Evaluation kit includes the following software elements which are available
on the Cellocator website. Please refer to Section 2.4 for downloading instructions.

+ The Evaluation Suite is an installation file which include the following software
applications:

MiniTrack Programmer: Provides wire and wireless communication with the unit,
and is used to configure the unit, i.e. destination IP address, target port phone,
and SMS numbers. Refer to Section 3.5.1 for further information.
Communication Center: Used for real-time communications and SMS
communications with the Cellocator unit. It can also be used to decode OTA
Cellocator messages for debug purposes. The communication center contains the
GPRS Manager, responsible for TCP/IP and UDP/IP communication with
Cellocator units for Fleet Management application, and the SMS Manager,
responsible for SMS communications with the Cellocator unit. The SMS Manager is
required only if SMS communications is implemented. Refer to Section 4 for further
information.

Communication Logger: A debugging tool used to record the internal
communication of the unit. The tool records two channels on two serial ports in
parallel. One port is connected to the microcontroller output and the other to the
GSM modem output. This allows listening to communications between the
microcontroller and the GSM modem. The tool is also used to capture serial
interface activity while the Pi-shaped cable (PN 711-00009) is connected.
GSM/GPRS Unit Simulator: The software simulates the OTA activities of the
Cellocator unit. The Simulator can also be integrated with a GPS Simulator module.
Refer to Section 5 for further information.

Serial USB driver: for the USB Communication Adapter.

MiniTrack Evaluation Suite Manual Page 10 of 46
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2.3 Additional Components Preparation (prerequisite)
The following steps should be performed as part of the initial setup procedures:
1. Provide a computer running Windows 7 and up (Windows 10 is preferable).
e Microsoft.NET v4.0 should be installed.
e The computer should be connected to the Internet.
e In order for GSM/GPRS to work properly, a location close to a window is
preferable.
2. Provide a SIM card that is open for GPRS and SMS use.
e GPRS must be available (surf the Internet to confirm this).
e For a simple evaluation environment set up, the SIM card should be PIN-free. Use
a cell phone to remove PIN protection from the SIM card or order the SIM card
without a PIN. You may program the unit for PIN protection and PIN locking using
the Programmer after the initial set up.
e Obtain the access point name (APN) for GPRS traffic, from the cellular provider.
The APN usually contains the words "internet" and/or "GPRS". Some providers also
provide access points for WAP. WAP-only APNs may not support TCP/UDP
protocols, and therefore cannot be used with Cellocator applications.
2.4 Preparing Evaluation Software Tools
The Evaluation Software Tools files are located on the evaluation and integration page on
the Cellocator website. To download the files, login at Knowledge Base Login then select
the evaluation-and-integration page and download the following files and documents:
1. Cellocator Evaluation Suite Evaluation Suite
2. Required protocols from protocol section in the evaluation and integration page.
MiniTrack Evaluation Suite Manual Page 11 of 46
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Setting up the Evaluation Environment

Typical Evaluation Setup Scenario

The following summary provides the sequence that should be followed in order to carry
out a setup of the Cellocator Evaluation Suite.

+ Preparing the hardware and software components (refer to Section 2).

¢ Setting up the communication environment which includes LAN configuration,
Communication Server, validation of proper operation of the Communication Center
using the GPRS Unit Simulator Software (refer to Sections 3.3)

¢ Setting up the MiniTrack unit (refer to Section 3.5.1).

¢ Programming the communication parameters of the MiniTrack unit allowing
communication between the Communication Center and the unit (refer to Section 3.5).

+ Acceptance test to validate that the evaluation environment is properly functioning
(refer to Section 3.6). That completes the normal evaluation environment set up.

¢ If the evaluation also requires SMS communication, the instruction for setting up the
SMS Manager can be found in Section 3.7.

Setting up the Communications Environment

General

The following section explains how to install and configure the network and the evaluation
hardware and applications in order to communicate with the Cellocator unit using any of
the available communication platforms: GPRS (UDP and TCP), or SMS.

Getting Started with the Cellocator Evaluation Suite

This section describes the process of installing the Cellocator Evaluation Suite with the
default settings; for a full description of the installation process and the options available.

Evaluation Suite Installation
To install the Evaluation Suite, follow the steps in the procedure below.

NOTE: If a previous version of the Evaluation Suite has been installed, it must be
removed before proceeding with the steps below. Similarly, if you have a version of the
Full Package installed, remove it before proceeding.

1. Double-click the Evaluation suite setup [version number] Installer Package file.
In the displayed Installation Wizard Welcome screen, click Next.

In the displayed License Agreement screen, select the I accept the terms in the
License Agreement checkbox, and then click Next.

4. In the displayed Choose Setup Type screen, select the relevant installation type:

MiniTrack Evaluation Suite Manual Page 12 of 46
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e Typical: This installation includes the Cellocator Programmer and Communication
Center.

e Custom: This installation enables you to select the applications you want to
install. Recommended for advanced users only. When clicking Next, an additional
screen is displayed, via which you can select the relevant programs to install.

e Complete: This installation includes all the applications and tools used for
evaluating any Cellocator unit, including MiniTrack. This is the recommended
setting in for this unit type.

5. Click Install. The installation process is then launched.

6. Upon successful completion of the installation, click Finish to close the Installation
Wizard.

The following applications and tools are installed (note that if you selected the Custom
installation type in Step 4, the list of programs will depend on those you selected):

Typical Complete

» Application Data = Application Data

= Cellocator Programmer = Cellocator Programmer
= Communication Center =  Communication Center

= Communication Logger

= Minitrack Programmer

= GSM GPRS Unit Simulator
= PL Comparison

= CSA Server

= CSA Unit Simulator

= Serial CSF STK Flasher

= CAN tools (CAN Injector, CAN USB
Logger, and FMS Transmitter)

NOTE: When the installation is complete, verify that no error messages were
generated, the installation folder has been created in the selected destination, and
the Cellocator applications and debugging tools appear in the Start menu.

3.3.2 Removing the Evaluation Suite
7. Double-click the Evaluation suite setup [version number] Installer Package file.

8. In the displayed Installation Wizard screen, select one of the following:

¢ Change: Lets you change the way that features are installed. When selected, a
new screen is displayed via which you can select the features to install/disable.

e Repair: This option reinstalls the Evaluation Suite.

¢ Remove: This option completely removes the Evaluation Suite from your
computer.

9. Click Repair / Remove, and then click Finish to complete the removal/repair process
and to exit the Installation Wizard.

MiniTrack Evaluation Suite Manual Page 13 of 46
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3.3.3 Windows 7 and later Security Configuration
Note that this section is relevant only to Windows 7 or later.

In order to be able to install Cellocator tools on Windows 7 or later, you need to have the
correct security privileges for the Program Files (x86) path and sub-directories.

To define the correct security privileges on Windows 64-bit:

1. From Windows Explorer, access your Computer directory. Right-click the Program
Files (x86) folder and select Properties.

=N e |
@\J-F,; + Computer + Local Disk () » [ %2 ][ Search Locat Disk (€ ol
Organize + 7 Open Include in library ~ Share with = New folder i= ~ @ ‘.g'
'r Favorites Name ° Date modified Type Size
Bl Desktop e63656cf3fb7 edBEbIci5edc38828c File folder
4 Downloads Perflogs File folder
£l Recent Places Program Files File folder
Program Files (x36) e folder
4 Libraries ProgramData Open e folder
3 Documents Users. G S L e folder
J? Music Windows Share with » e folder
(=] Pictures Restore previous versions
B videos TSt a iy ,
1% Computer S 4
Cut
€ Network Copy
Paste
Create shortcut
& Delete
Properties
Program Files (xB6) Date modified: 09/03/2011 14:08
File folder
Figure 2: Windows 64bit Properties
2. Click the Security tab and then click Advanced.
MiniTrack Evaluation Suite Manual Page 14 of 46
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| - Program Files (x86) Properties

Security | Previous Versions

Object name:  C:\Program Files (x88)

Group or user names:

-
82 SYSTEM [
.Egﬂdministlators (Win7Home X 64" Administrators)
22 | leare MW THAmaYEAL loars)

| 1 | b
To change permissions. click Edit.
Pemissions for CREATOR
QOWNER Allow Dermy

Full contral

Madify

Read & execute
List folder contents
Read

Write

-
For special pemissions or advanced settings,
click Advanced. Adyanced

Leam about access control and pemmissions

[ ok J[ Cancel || roply

Figure 3: Windows Security Tab

POINTER

3. In the Advanced Security Settings dialog, click the Owner tab and then click the

Edit... button.

. Advanced Security Settings for Program Files (x88)

Pemissions | Auditing | Owner | Effective Fenﬂissions|

CObject namea: C:Program Files (<86)

Cument owner:

You can take or assign ownership of this object if you have the required permissions or privileges.

Administrators (Win 7HomeX64 \Administrators)|

Change ownerto:

Name:
a user (Win7HomeX64 user)

Leam about object ownership

OK

| [ cancsl

Apply

Figure 4: Owner Tab

MiniTrack Evaluation Suite Manual
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4. Click Other users or groups to show the full list of groups. Select the relevant group,
select the Replace owner on sub-containers and objects checkbox, and click Apply.

|+ Advanced Security Settings for Program Files (x86) @

Cwner

You can take or assign ownership of this object f you have the required pemmissions or privileges.

Object name: C:\Program Files &cB6)

Current owner:

Administrators (Win7HomeX 64" Administrators)

Change owner to:

Name

52, Administrators (Win7Home X84\ Administrators)
3; user (Win7HomeX64 user)

’ Other users or groups...

[¥]Heplace owner on subcoriainers and obiects

Leam about object ownership

[ ok || cCanced |[ ey |

Figure 5: Changing Group Owner Tab

5. In the displayed confirmation message, click OK. Then close all the open Properties
windows.

6. Access the Properties dialog again (as in Step 1). Then select the relevant group
(Administrators in the example below) and click Edit....

MiniTrack Evaluation Suite Manual Page 16 of 46
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| . Program Files (x36) Properties

Securty | Previous Versions

Object name:  C:“Program Files (8&)

Group or user names:

52 CREATOR OWNER

* 4 Administrators (Win 7HomeXE64' Administrators)

22 |loare Mfim TUnmaYEA ] loarst
' ] | v

2 SYSTEM (4

Pemissions for Administrators Allow Derny

To change permissions, click Edit.

Full control

Modify

Read & execute
List folder contents
Read

Write

m

-

Leam about access control and permissions

For special pemmissions or advanced settings,
click Advanced. —

[ ok || cance || sopy

Figure 6: Selecting the Relevant Group
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7. Select the group (Administrators) and ensure that the Full Control checkbox is

selected in the Allow permissions column.

MiniTrack Evaluation Suite Manual
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| . Permissions for Program Files (x86) IE'

Security

Object name:  C:\Program Files (x86)

Group or user names:

52 CREATOR OWNER

.'ETJ.SYSTEM

R!J.Administlatnrs (Win FHomeX64 Administrators)
'E.?J Users (Win7HomeX64" Users)

82 Trustedinstaller

Pemissions for Administrators Allow

Full control

Modify

Read & execute
List folder contents
Read

Leam about access control and pemissions

[ ok || camesl || fopy |

Figure 7: Defining Permissions

8. Click Apply and close all the open Properties windows.

MiniTrack Evaluation Suite Manual Page 18 of 46
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3.4 Communication Center and GPRS Manager Setup
3.4.1 Communication Center Overview
The Cellocator Communication Center performs the following:
+ Receives, parses and monitors GPRS and SMS messages.
+ Sends commands through GPRS or SMS communications.
+ Interrogates the unit in order to get the current location (in text format) and the unit’s
status (input’s, outputs, GPS data, etc.).
+ Receives and monitors emergency transmissions from the unit (input’s triggering).
+ Controls the unit’s outputs.
+ Programs the unit’s behavior OTA (by changing the unit’'s EEPROM content).
+ Upgrades the unit's firmware.
The Communication Center uses the GPRS Manager Module for GPRS communication with
fleet applications. In order to use SMS communication, configure the SMS Manager
(please refer to Section 3.7).
For further details on the Communication Center and its features, refer to Section 4.
3.4.2 Communication Center Activation and Setup
To set up the Communication Center and the GPRS Manager, perform the following steps:
To set up the Communication Center and GPRS Manager:
1. From the Start menu, go to the Cellocator program folder and click Communication
Center.
2. In the displayed Select Hardware Type window, select the relevant type from the
dropdown list and click OK. In the MiniTrack case, please choose the Cello family:
Communication Center Ver 3.2.4.0
Select Hardware Type n
Hardware Type
= 7]
W OE
Figure 8: Hardware type
MiniTrack Evaluation Suite Manual Page 19 of 46
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3.
Then the Communication Center window is displayed, as shown below.

E=% EoE =

.@ Communication Center (CelloTrack, Port 231) Ver 3.2.0.20

File Communication Actions Help

] »

Traffic Filter
[ Filter

Dir  Date Time Uit Channel Application  Mumerator Tupe  Sub Types

Header:
CheckSum:

(&)

Programming | Safety | Forward Data | Units List / Map | Flita]n

0 =7 SendBy

Read/wiite Auth table

Figure 8: Communication Center Main Window

NOTE: The GPRS manager starts automatically and is launched minimized in the
system tray, as shown here:

|<<q;.i8, 11:56

MiniTrack Evaluation Suite Manual Page 20 of 46
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4. Double-click GPRS Manager in the system tray. The GPRS Manager window is
displayed.

# GPRS Manager Plugin v2.0.0.2 =100 %]

| Known Units I

v Forward Messages To Clients

23 [ e |

GPRS Manager Library Verzion: 2.1.0.21

|’GF'F|S nits Port

Figure 9: GPRS Manager Window

5. In the General Options tab of the GPRS Manager Plug-in window, as shown above,
enter the number of the listening port that will be used by the Communication Center
over both UDP/IP and TCP/IP. The default port is 231.

For further information about working with the Communication Center, refer to
Section 4.
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3.5 Programming the Communication Parameters of the Unit

3.5.1 MiniTrack Programmer Set Up and Configuration

The MiniTrack Programmer is designed for wire communications with the unit via a serial
port, and OTA. It is mainly used for the initial configuration of a unit’s behavior and
especially the communication settings. Configurable features are explained in the relevant
programming manual.

The MiniTrack Programmer is installed as part of the Full Installation Package. To
configure the MiniTrack Programmer parameters, perform the following steps:

1. Select MiniTrack Programmer from the Windows Start menu. The application opens
with an empty programming environment.

& MiniTrack Programmer

= o
® Serial coMPort | Intel(R) Active Management Technology - SOL (COM3) ¥ @_, Read i@‘.wme |D0pen @ Save “-\] T
OTA  Baudrate 115200 ¥

X

File Name:  HW_ 48 FW_45a_MiniTrack- 2G.PL
Quick Configuration | Advanced

Remote Server Communication Settings

Main server IP address: |98.189.204.2 Main server IP PORT: | 15008 [ =
®1Cce uop TS
Cellular Provider
APN name: ((
(9))
APN username: APN password: A
SMS

SMS Source: SMS Destination:

Roaming

Roaming Time: 10 51 [minutes] @

Socket Saving

Keep Alive Keep Alive Time: 3600 = [seconds]

BLE

| BLE Enable
»

Maintenance Server

¥/ Cellocator Maintenance Server (C+) @
GPIO

Set Event from Input 1 wherever status change from | Disable *| for duration of 1 7 seconds ;
Set Event from Input 2 wherever status change from | Disable | for duration of 1 % seconds 1 2
Driver ID

] Driver ID:

Did #0 Did #1 Did #2 Did #3 Did #4

Did #5 Did #6 Did #7 Did #8 Did #9

Did #10 Did #11 Did #12 Did #13 Did #14

Did #15 Did #16 Did #17 Did #18 Did #19

Driver Vehicle ID
[ vehicle 1D:

G-Sensor Settings

Roll Over: Degree: 75 15 Duration: | 1= [seconds]

Tilt: Degree: 453 Duration: | 1= [seconds]
Crash Detection:  Threshold 1: [ 2000 [Z]imm/s]  Threshold 2: [ 5000 = [mm/s ]
Panic

Panic Button Event: | Disable message

Figure 10: MiniTrack Programmer
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2. In the top right menu bar, click Open and chose the PL file, in accordance with the
unit’s firmware and hardware.

IMPORTANT: The unit’s PL file should be downloaded from the Cellocator website in
accordance with the hardware and firmware used.

The MiniTrack Programmer window is refreshed with the contents of the selected PL.

3. Select the relevant port from the COM Port dropdown list at the top of the MiniTrack

Programmer window.
Or,

Select the OTA option button to perform the configuration OTA.
4. In the Baud rate dropdown list, select 115200.

5. As shown in Figure 10, the MiniTrack Programmer window contains a number of
settings under two tabs, Quick Configuration and Advanced, as described below:

¢ Quick Configuration: Under this tab, which is by default displayed when you
access the MiniTrack Programmer, you can define a number of “quick” settings to
get you up and running, as described in the table below.

Section

Description

i

Remote Server Communication Settings: Includes the
main server’s IP address and port number.

—~
~~
—
~—
~
o

Cellular Provider: Details the name, username and password
of the cellular provider’s APN.

©

SMS: Details the SMS Source (the SMS number of the cellular
provider’'s SMSC; if this field is left empty the unit will use the
default SMSC of the SIM) and the SMS Destination (the SMS
number used by the unit for sending active SMS messages).

T
e

Roaming: Select the checkbox to enable Roaming, as well as
the frequency (in minutes).

(R)

Socket Saving: Select the checkbox to Keep Alive this
feature, as well as the frequency (in minutes).

) J

BLE: Select the checkbox to enable BLE (selected by default).
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Section

Description

Maintenance Server: Enables you to periodically check for
FW updates from the Cellocator maintenance server (called
C+). It is selected by default.

- GPIO: Enables you set events for inputs 1 and 2 whenever
_— there are status changes for a defined period of time.

Driver ID: Enables you to define up to 20 Driver IDs.

ID.

Driver Vehicle ID: Enables you to define the Driver Vehicle

G-Sensor Settings: Enables you to define Rollover and Tilt
settings (according to degrees and duration), and Crash
Detection settings (based on configured Thresholds 1 and 2).

Panic: Enables you to define panic button event settings,
including to disable them completely (the default setting), and
to send them when the button is pushed or released.

¢ Advanced: Under this tab, you can define a number of advanced settings, as
described in the table below. Note that to view each section, click on the section
name or arrow icon to expand the contents for that section.

Section

Description

Configuration:
Communications

Enables you to define the following
communication settings:

SIM Lock: When working with a locked SIM,
select this checkbox and define Pin 1 and Pin
2.

Anti-Flooding Delay: Defines the delay
period of server temporarily unavailable
reports sent to the server.

Alert Messages: Defines the number of
times an alert message is sent in case of
failure to receive ACK, and the time interval
between consecutive attempts to send it.

Roaming List Forbidden/Preferred:
Defines the list of roaming carriers. Those in
the Forbidden list will never be connected to;
those in the Preferred list should be listed in
order of preference. Each carrier is identified
by its PLMN.

MiniTrack Evaluation Suite Manual
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Section

Description

Configuration Driving

Enables you to define the following driver
settings:

e Drive Distance Interval (in minutes)

e Drive Motion End Acceleration
(Threshold/Debounce)

e Drive Motion End Distance (Distance/Time)
e Drive Motion End Speed (Speed/Debounce)

e Drive Motion End Trigger (select from No
speed, No distance, or No speed + no
distance)

e Drive Motion Start Acceleration
(Threshold/Debounce)

e Drive Motion Start Distance (Distance/Time)
e Drive Motion Start Speed (Speed/Debounce)

e Drive Motion Start Trigger (Select from
Speed, Distance, or Speed or Distance)

¢ Unauthorized Motion Start Distance
(Distance/T-Time)

e Unauthorized Motion Start Speed
(Speed/Debounce)

e Unauthorized Motion Start Trigger (Select
from Speed, Distance, or Speed or
Distance)

e Ignition Voltage (in volts)

e Drive Trip Start/Stop (Select from Disable,
Trip start, Trip stop, or Trip start and
stop)

MiniTrack Evaluation Suite Manual

Page 25 of 46

Copyright © 2019 by Pointer Telocation, Ltd.




-l ) |
i

Cellocator

- BY POINTER -

MiniTrack Evaluation Suite Manual

POINTER

Section

Description

Configuration Peripheral

Enables you to define the following peripheral
settings:

e LEDs Off: Defines the period for turning off
LEDs. T1 specifies the total time (up to 31
days) after power-up in which the LEDs
remain active; T2 specifies for how long the
LEDs are on when the device is running on
the battery.

e GPS Lock Parameters: Defines GPS
parameters for a reliable lock. Satellite
defines the minimum number of satellites
seen; HDOP defines the maximum HDOP
acceptable. The first Debounce field defines
the minimum length of time for these
conditions to be present in order for GPS to
be considered “locked”; the second
Debounce field is optional and is used
instead of the first Debounce field when GPS
gets turned on (after reset/sleep/power-up)
to potentially allow for a longer GPS
convergence time in case of a cold start.

e Ignition Mode: Defines the ignition On/Off
detection method; the Connection reset
option defines whether to perform a cellular
connection reset upon an ignition state
change.

¢ G-Motion Event: Enables you to send event
reports whenever the G-sensor detects
motion according to the setting of the G-
Motion Threshold command. Select G-motion
start as a "wake-up” event when the device
is asleep or in hibernation mode.

Configuration: Power

Enables you to define a number of internal and
external power settings, based on whether the
unit is mobile or stationary.

You can also set a Reset action, from one of
Forced rest (h/w), Hardware reset,
Software reset, Reset GPS, or Reset cellular.

Action Commands

Enables you to define the Virtual Engine Hours
and Virtual Odometer (if you want to define a
starting value other than 0), and Company ID.

MiniTrack Evaluation Suite Manual

Page 26 of 46

Copyright © 2019 by Pointer Telocation, Ltd.




\Wd MiniTrack Evaluation Suite Manual

Cellocator

- BY POINTER -

POINTER

Section

Description

Event Setting Commands

Enables you to define the following event setting
commands:

e Backup Battery Events: Sends an event
report whenever the device switches from
main power to BuB (BuB On) and/or vice
versa (BuB Off) for at least the defined
number of consecutive seconds.

e Cellular Connection Loss/Lock Events:
Sends an event report whenever cellular
connection is lost and/or established.

e Drive Trip Trigger: Select which trigger(s)
identify the “driving trip start/stop”.

e GPS Loss/Lock: Select which trigger(s)
identify the GPS loss/lock.

e Power Up: Select Enable to send an event
report after the device powers up.

e Idle Alert: Select Enable to send an event
report whenever the vehicle is idling for at
least the defined number of consecutive
seconds.

Configuration: Geo-Fence

Enables you to configure up to 16 Geo-fences,
including their latitude, longitude, radius, trigger,
and debounce settings.

Report Event

Enables you to define the following report events:

e Sleep Events: Sends an event report before
the device goes to sleep and/or once it wakes
up.

e Speeding: Sends an event report whenever
the defined speed threshold is crossed for at
least the set number of consecutive seconds.

e Towed Events: Select Enable to send an
event report whenever the vehicle is being
towed based on the defined thresholds.

e Tamper Events: Sends an event report
when tampering is detected.

e Virtual Trip Odometer Events: Sends an
event report every defined number of km
traveled.

e Unpowered Trip Events: Select Enable to
send an event report when the device is
moving while powered from the battery.

Configuration: Misc

Enables you to define the time duration within
which the Driver ID must be entered after
ignition.
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6. Click Save to save the configuration changes you made to the PL file.

Or,
Click Write to download the modified parameters to a connected unit’s configuration
memory.
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Testing the Evaluation Set Up

Testing the Evaluation setup for MiniTrack

Several seconds after the reset is performed at the end of the programming session, the
GSM LED (the right LED) begins to flash slowly, indicating that the MiniTrack is activated
and registered to the cellular network.

To test proper installation of the evaluation environment, activate the Panic alert by
pressing the right button for 2 seconds, and verify that a proper message appears in the
incoming message log section in the CommCenter window. This indicates that the
evaluation environment is installed properly.

Setting Up the SMS Manager

To evaluate the SMS service, please complete the Communication Center set up as
explained below.

Setting up the Terminal Modem

- The terminal modem is necessary only if SMS communication in required.

- Cellocator cannot commit to support other modems and will provide a terminal modem
upon request.

Cellocator currently supports the Enfora (SAG GSN 1208/1308) modem.

To set up the terminal modem, perform the following steps:

1. Slide in a PIN free SIM card into the terminal modem.

2. Plug in the 9-pin serial cable to the terminal modem and to the COM port of the PC.
3. Plug in the power connector and plug its power adapter into the power socket.

4. Verify that the LED on the modem indicates GSM registration.

3.7.2 Configuring the Terminal Modem

1. In the Communication Center, click Communication>SMS Manager.

nit Phone Number x|

Enter the phone number

|+E|T2525555555

K I Cancel |

Figure 11: Unit Phone Number Window

2. Enter the cellular number of the SIM that is installed in the unit.
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3. Click OK.
4. The SMS Manager window is displayed.

_loix
¥,

w207
W | GSM Signal Quality: N/A | &l Configuation | 97

Figure 12: SMS Manager Window
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Communication Center

4.1 Overview

The Cellocator Communication Center application is used for real time GPRS
communication and/or SMS communication with the Cello unit. This software provides the
ability to:

*
*
*

* ¢ 0

*

Receive GPRS and SMS messages.

Send commands through GPRS or SMS communication.

Interrogate the unit in order to get current location (on the Show Parameters page)
and unit’s status (inputs, outputs, GPS data etc).

Receive emergency transmissions from the unit (input’s triggering).

Operate unit’s outputs.

Program unit’s behavior OTA (by changing unit’'s EEPROM content).

Forward data message from CommCenter to a serial port on the unit and receive data
message from the serial port.

Control duration of time during which an ACK message is sent to unit.

4.2 Architecture

The following diagram shows the main Communication Center components and how they
work with the Cellocator unit.

Communication Center

nnnnn

~

% dll
GPRS manager D
(Fleet Server) CM(CSAServer)

SMPP

SMS manager GSM Mo
(Fleet Server)

Internet

SMSC of GSM

Ve

<

GPRS

Figure 14: Communication Center Architecture
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GPRS Manager

The GPRS Manager is a set of functions and APIs which enable bi-directional
communication with Cellocator units through the MCGP OTA protocol, including
IP/Port/Socket management, monitoring and other management features.

SMS Gateway

The SMS Gateway application maintains and manages the SMS communication between
the Communication Center and the Cellocator unit. It supports the internet SMPP protocol
or GSM modem allowing internet or cellular communication links to the unit, as shown in
the diagram above.

Communication Center Main Window

The Communication Center main window has three parts: Incoming messages log,
Decoded messages information, and a Control interface menu bar.

Q Communication Center (CelloTrack) Ver3.2.0.2 =R |@
File Communication Actions Help

Traffic Filter
#- [ Filter [V] Filter Active

Dir Date Time Unit Channel Application  Numerator Type Sub Types

Decoded
Message
Information

A

Incoming
Message
Log

A

i. Header:
Q CheckSum:
o Programming | its Lis! ¢ | >
o UnitiD: 0 =z *) Send By[JSMS Skywave ‘ gl 9 | Safety | Forward Data | Units Lis! W Commands COI"ItI’O|

| Authentication Code | Programming | |Reflasher | | Reservation Slot <
z g X
Multiple | % S . Read/write Auth table [ /caN W I n te rfa ce

Figure 15: Communication Center Main Window

Incoming Messages Log

The log section of the main window displays a list of short entries about messages
received and the result of the transmissions (if a message was sent). Each incoming
message entry includes the type of message received and the source: GPRS Message
Type 0 received from unit #XXXX or SMS Message Type 0 received from unit #XXXX
(where XXXX is the ID of the unit (in its decimal representation) that sent the message.

This window also displays various action results. In the case of a transmission from the
Communication Center to an end unit, an entry indicates the transmission results:
Command transmission terminated with error level XXX (when XXX is the transmission
result code given by the ComSrvr). For a complete list of transmission result code refer to
the Cellocator Wireless Protocol document.

Below the Incoming Messages Log window, a Lock/Unlock button enables you to stop the
display of incoming messages (by clicking it to Lock). This can be especially useful when
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there are lot of incoming messages and you want to catch a specific message, or group of
messages. To the right and left of the Lock/Unlock button are two arrow buttons, which
enable you to change the selected message displayed.

In the Traffic Filter panel in the top left of the screen you can filter the incoming messages
according to the options selected (Direction, Unit ID, Channel, and Application).

Note that the Application column displays either Fleet or Safety, according to the
channel of communication. In addition, the Sub Types column is only relevant to Safety
messages and displays a number which is a form of message type or ID.

3 Communication Center Ver 3.1.1.53
Bl Communietion Adiors Hep

Tealfic Fiker ) Sjc“ Heador -
- [@ Fiter W Fites Active Measzaga Length 12
= @ Direction Message ID [
Message Twpe CSA Evert / Reply to command
& Upink Mes2a0a Duection Dutboured
@ Domriink Message Instiator Achve
7 Emor cRerlam——————— "0 e e e e e e = e o)
Dowrink Dala 435341 70004000C045 2D 03007 2€ 040040001 0000000000000000200001 000000000000S0A0203643BAZ |
@
# @ Untio 9 CSA Full Event
Event Reason Lane crossing
- & Charnal Event SubReascn Ressived
= 7 Applcation Event Numerator B4
¥ Fleat Standby Engne 0if
@ Sal Dinvirg Dibving
ety Calbeation Ready
@ Ado [ ] || Fowiomo o
Detvet ID 000000000000
| | To ID 2
| [3-. Charmel | Apphcaton | Numerator | Typs | Sub Types & ”'mwmm (S
|- 31/ FleDecode  Salety 57 0 303 Maneuvers data usage 0%
| FleDecode  Salety 58 o 33 Crash #1 Emply
= FieDecode  Salely 59 I | g'gu:’ 2 Erey
| 3V FieDecode  Salely 0 0 1N Mode 1 3
|- 31/ FieDecode  Salety 3 0 W Mode 2 2
| fi o S 2 Number of satelftes used 9
jz 5 'F"g“”m ;a:e'y o 33331 Longhude WEEEEYE
- Teflecade._Salely & 31 Lathade R0658.74"N
- 5 Abtude 37.13M
| 31/ FieDecode  Salety g"";ﬂ;w:d s g :3?515'2‘4"’
3 poad drection (e course) 9
| 31 FiaOscody’; Suey o el Date & Time (55259 31/01/2012
| : FleDecode  Salety 67 0 3031 File Upload Event Data
[ 22 FleDecode  Salely &9 0 w3 3 Maneuver Statisitics
it 2 FieDecode  Salely 9 0 03 TTeild 2
= FieDecode  Safety 70 0 k1 1| amwﬂ I1D IS
|2 aneuver Type ane CI035N0
= FleDecode  Safety 7 0 A Stant Location U'SF4232E , 32°065RI5" N
|- FieDecode Salety (73 0 30 Erd location 3554340 20658 92°N
| 2 FieDecods  Salety 73 0 303 Stant Trne 065254,31/01/2012
‘é’ NO/2012121680 20822 FieDecode  Salely 7 T t,‘“:\‘,:‘;;““"‘“‘ S a0
|am 312017200 50 208202 FieDecode  Safely s 0 Y Average 0176
= FieDecode  Safety 7 [ X | X Max 000G
|on FleDecods  Salety 7 o 3 4L t - Q 3}, g
| 0 FleDecode  Salely 78 [ Speed Average 102 KindHr
= FieDecode  Salety 7 0o % Speed Max 102 Km/Hr
|- 3 FieDecode  Salety 80 0 0 f‘mggzh g G
{sm 31/01/2012121650 208202 FieDecode  Salely 8 o 3 Max Fuel Flow 0
| 31/01/2012121650 208202 FieDecode  Salely 8 (R Fuel consumed 0
|slm 31/01/2012121650 208202 FieDecods  Salely <} [ QB_Sz'de o
é, 02012121650 208202 FieDecode  Salely 84 0 0 3 ,‘;‘“‘cjf:: pr og
< >
Selected: | Crsplayed: 61 Totak 61 < >4
I Header C5A
= CheckSun B4{Pazs)
= — —~ Progiamming | Safety | Forward Data | Units List / Map | Popups |
Unit Number: (208202 }

[~ Programming [ Reflasher

" TelCel protocol |~ Send by SMS
[~ CAN [ Cello Commands

[ Enable Authentication Code

Figure 16: Message Log Screen
You can also right-click on a message to perform the following:
Select a unit (all commands work on one selected unit)
Copy the Hex string to your computer's clipboard
Process (decode the message)
Export Messages
Export Messages to Excel / KLM
Delete Selected Messages
Clear all messages from the Incoming Messages Log window

Display Location

* ¢ & 4 4 4+ ¢ o+

Wireless Protocol
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. Select Unit
$_| Copy Hex string data to Clipboard

2O Process Ctrl+Enter

%> Export Messages

% Export message to Excel / KML
Delete selected messages
% g

‘ Clear All Messages

@ Display Location
g Wireless Protocol

Figure 17: Right-click Menu Options

In addition, a small text box below the Lock/Unlock button displays the last outgoing
message from the Communication Center to the unit. You can also right-click the text
message and copy it to your clipboard.

Decoded Messages Information

This window is the heart of the software. The information is shown as a list of messages
that can be expanded to show the data they hold. The basic text of the message includes
the kind of message it was designed to decode and the type of data shown in the
message. Right-click on a line to perform a humber of operations, including shrink or
expand the message, and choose display options (such as km/h or m/sec).

To display only those fields you are interested in, select the relevant messages and then
right-click a message and select Filter Marking. This action filters and displays only
those messages marked.

If you want to reload the Cello_telemetry.ini file, select Actions from the menu bar and
then Reload Telemetry File. This will reset the current display.

NOTE: The definition information has its source in the Cello_telemetry.ini file. Do not
change the definitions of this file. Changes can cause file corruption.

Control Interface

The control interface allows users to modify parameters in order to test the units. In
general, a user must specify the unit’s serial numbers in the Unit ID field and the end unit
destination address (if one exists).
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A set of buttons and tabs in the three Control interface panels provides the user with tools
to send commands to the units.

Using the Control Interface

This section describes how to work with each of the three main panels of the Control
interface:

¢ The Debug Panel
¢ The Communication Panel

¢ The Evaluation Tools Panel

The Debug Panel

Figure 18: Debug Panel Buttons

The Debug panel enables the user to send messages to the unit and decode received
messages from the unit, as described in the following sections.

Enquire about the Unit Status

Click the Status button to send status commands. The command structures are defined
in the Commands.ini file.

Reset unit

Click the Reset button to send reset commands. The command structures are defined in
the Commands.ini file.

Send Predefined Commands

Click the Commands button to display a dropdown menu with commands defined in the
Commands.ini file, including commands for output activation and deactivation, changing
operational mode of the unit, setting tracking intervals, etc. Please refer to the Cellocator
Wireless Protocol for additional information.

Send Custom Commands

Click the Custom button to display the Custom Commands window, which allows the user
to send commands without the need to re-set the Commands.ini file, and to restart the
software.
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Figure 19: Custom Message Window

The Custom Commands window includes the following fields:

*

Hex string editor text field: A user can add a custom command in the form of a
hexadecimal string in the following format: XX XX XX XX XX (Example: 4D 43 47 50
00 00 00 00...).

Header: Select the checkbox to determine if a default header, defined in the
Commands.ini file, is added at the beginning of the custom message (nothing
precedes it).

Checksum/CRC16: Select the relevant option button to add an 8-bit additive
checksum or a 16-bit cyclical redundancy check (CRC16) at the end of the custom
message (nothing appears after this value).

Authentication Code at position: Select the checkbox to add a 32-bit
authentication code at any specified position, relative to the user custom hex string.
Thus, a position of 1 is before the user’s first defined byte and after the header. The
Authentication Code which contains 4 bytes is added to the OTA message.

Add unit number at position: Select the checkbox to add the unit number, as a 32
bit unsigned integer, at the position specified. The position is relative to the user
custom hex string. Thus a position of 1 is before the user’s first defined byte and after
the synchronization string.

4.4.1.5 Send SMS Text Messages

Click Text and then Send Text Message to send an SMS text message. In the displayed
window, enter the SMS text and the SMS address number in the relevant fields, as shown
below.

Send Text Message x|

Text to zend: I

[~ Usze destination address defined on main window

Desgtination gddress: I

X Cancel |

Figure 20: Send Text Message Window
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The Automatic text message option is not implemented.

Decode Specific Messages (Hex Strings)

Click Decode to decode a message from a specific message (Hex string) or the log file
(the Communication Center creates a log file messagelogfile.txt) via the Decode String
window, as shown below.

iBix]
Stiing Data:
Enter Hex Sting
|
File | [ Decode Fully X Cancel | ' 0K I

Figure 21: Decode String Window
The Decode String window includes the following:

¢ Enter Hex String text field: Single or multiple messages can be copied from the
messagelogfile.txt file and pasted in the Hex string box and then decoded by
clicking OK.

+ File: Click the File button to upload the relevant messagelogfile.txt file (every
message that the Communication Center receives is written to this file).

+ Decode Fully: Select the Decode Fully checkbox to simulate online decoding as if
the messages are received by the Communication Center one after the other.
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4.4.2 The Communication Panel
@ UnitID: 0 &) SendBy[ |SMs || Skywave
7 _ || Authentication Code
©Multiple. | %% Select units | | [ 5 pviite Aulhiable
Figure 22: Communication Panel
The Communication panel enables the user to define the destination unit(s), the
communication method (GPRS, SMS) and messages authentication, as described in the
following sections.
4.4.2.1 Define the Destination Unit(s)
In order to send messages and commands to a unit, the unit ID must first be defined.
Once defined, the selected unit ID is subject to all commands and actions activated via
the Communication Center.
Click the Unit ID option button and enter the relevant ID (or use the arrow buttons to
scroll to the relevant ID). Alternatively, select Multiple to enable the Select units
button, via which you can select any number of units, all of which will use the commands
and actions activated.
4.4.2.2 Define Communication Method (GPRS, SMS)
Select the Send By SMS checkbox to ensure all communications are sent by SMS rather
than GPRS. Selecting this checkbox opens up a window in which you enter the unit's
phone number.
4.4.3 The Evaluation Tools Panel
Programming | Safety I Forward D ata I Units Lisl| 1 | *
[ Programming [ | Reflasher [ | Reservation Slot
[Tl CcaN [7] Cello Commands
Figure 23: Evaluation Tools Panel
The Evaluation Tools panel provides the user with a number of tools and options to assist
in evaluating the product, as described in the following sections.
4.4.3.1 OTA Programming via Minitrack Programmer
The Minitrack Programmer OTA enables the user to remotely manage (via OTA
commands) the configuration memory of a unit or several units, including reading a full PL
or specific parameters from a unit, edit a stored or uploaded PL, and download specific
parameters or the whole PL to a single unit or group of units.
In order to define the configuration memory of a unit, open the Minitrack Programmer
and choose OTA configuration Radio Button. The Minitrack Programmer OTA window is
displayed, as shown below.
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O Serial @_) Read ‘@(.Write DOpen @ Save @Save as

® OTA  CommCenter application | Communication Center (CelloTrack, Port 280) Ver 3.2.5.1 ~
File Name: HW_48 FW_45a MiniTrack- 2G|.PL

Quick Configuration | Advanced Configuration

Remote Server Communication Settings
Main server IP address: |98.189.204.2 Main server IP PORT: | 15008 E =
=
®TCcP CUDP O TLS

Cellular Provider

APN name: ((
(#))

APN username: APN password: A

SMS

SMS Source: SMS Destination:

Roaming

[ Roaming Time: | 10 [5] [minutes] @

Socket Saving

[ Keep Alive Keep Alive Time: 3600 E [seconds] /2-2,

BLE

BLE Enable

Qd
Figure 24: Minitrack Programmer OTA Window

¢+ Communication Center Application Drop Down list enables selecting the active
Communication Center out of the running instances of Communication Center. See the
procedure below for more details.

NOTE: After OTA programming via Minitrack Programmer , the device automatically
executes a Reset command.

Configuration Scenarios

In addition to the scenario mentioned in the procedure above, there are typically another
three scenarios you may need to implement.

Reading and Writing configuration from the unit is done using type 3 in text format. Make
sure that the Communication Center is running.
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+ Scenario 1 - Saving the configuration memory of a unit to a PL file: In this
scenario, first select the destination unit ID in the Communication Panel of
Communication Center. Read the entire unit’s parameters memory by clicking

@—) Read ‘
= Read Button (Make sure that the process is successful. There is

confirmation message received after successful reading process).

Press Save Button to save parameters to PL file or change to parameters and press
Write Button to write them to the unit.

+ Scenario 2 - Write an existing PL file to a group of units: In this scenario, first
select the destination unit IDs in the Communication Panel of Communication Center.

@(— Wirite

+ Scenario 3 - Edit and modify an existing PL and Write to a unit: In this
scenario, first select the destination unit ID in the Communication Panel of
Communication Center.

Open the existing PL file by clicking the Open pushbutton and click Write

Button to generate the Programming OTA for the Unit.

Instead of reading parameters from the unit it is possible to open existing PL file (by
pressing the Open Button), setting/modifying the relevant parameters in the Minitrack
Programmer OTA window and Write to the unit.

After OTA Programming via Minitrack programmer, the device automatically executes a
Reset command. The Minitrack Programmer Application waits for an ACK from the Unit
and returns to Ready state after the OTA Programming. While waiting, the Write Button
appears as unavailable until a confirmation is received from the unit.
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4.4.3.2 OTA Firmware Upgrading

In order to perform an OTA firmware upgrade for compatible units, select the Reflasher
checkbox in the Programming tab. This displays the OTA Unit Reflasher window.

i
—Script File

™ From Stack @ From CSF File

Lag Windaw Automatic | Custom' Post upgrade programmingl Configl

(@) Automatic Bum |

X Abort Process |

—Multiple Linit
[~ Shaow Units List

I~ Use Post Upgrade Programming

—Progres

Unit number o ﬂ

| Length of script: |

ﬁl J-'L Cloge |

Figure 25: OTA Unit Reflasher

4.4.3.3 Working with Cello Commands

When the Cello Commands checkbox is selected on the Programming tab it activates
the Cello Commands window. Operating the Cello Commands requires password and
direct instructions from Cellocator CS personnel.

4.4.3.4 Viewing the units that have communicated with the
Communication Center

Selecting the Units List checkbox in the Units List / Map tab displays the Unit List
window. In this window the units that have made contact with the Communication Center,

by sending at least one message, are listed.

| Safety | Forward Data | Units List f Map | Popuy + | *

[] Units List
[ HAP

Figure 26: Units List Tab
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Note that the MAP function is currently not implemented.

4.4.3.5 Displaying Message Type 9 popup windows

To display the Message Type 9 message popup windows automatically, ensure the Show
Popup Screen checkbox in the Popups tab is selected (by default it is selected).

| Forward Data | Urits List # Map | Popups LR

Show Popup Screen

Figure 27: Popups Tab

When the checkbox is not selected, double-click on the message to display the popup
window.

Clear the checkbox if you do not want the popups to be displayed.
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GSM/GPRS Cellocator Unit Simulator

5.1 Overview

POINTER

The software is designed to simulate the OTA activity of the Cellocator unit via an IP
network. The simulator is equipped with a GPS Simulation tool, I/0 triggers, LED for
outputs, CAN interface, UDP/IP and TCP/IP communication modules. The tool is useful for
software testing and simulation of movement of multiple units.

5.2 Activation and set up

1. From the Start menu, go to the Cellocator program folder and click GSM Unit

Simulator.

2. Set the following GPRS settings in the unit simulator:
e Enter the required virtual unit number (256 in the example below).

e Enter the TCP server settings of the GPRS Manager: the IP address ("local host" if
the simulator software is running on the same machine) and port of the TCP
Server (the same port that you set in the GPRS Manager configuration, which is

231 by default).

3. Open the log window by clicking the arrow in the lower right corner of the window.

== G5M GPRS Unit Simulator Ver3.01.13

Unit Information

Unit Number: 256 2]

Quick View
I Main Pawer [124]
I Backup Battery [1

Mot Connected

TECP Information

Host:  192.168.010

M LED Indicator

UDP Information

24]

Host 192168.010

Por: 27 %] Part: 231 A
[ Connect ]
@ Disconnected Close
| GPS Information | Can Parameters I MDT I Garmin I Flasher I Debug| LN ]
Inputs Ignition Outputs
gﬁgélfesgsrgor - M Siren Contral W Door Lock
Hood Sensor M Grad. Stop M mmabilizer
Violume Sensor |2 W GFS power W Door Unlock
Hatwire Sensar " M Hood Lock M Feserved
Birg?:sssifétm Iapition Off W windows Close M Feserved
water Temp M Gear Locker M Feserved
Lock M Intemal Lights M Feserved
=5 - M Elinker Cortral M Reserved
Hint:
Logical "0" D allas nurmber .
[ Logical "1 0 |é] Send

- A Alarm | | Reset Unit) | Send Statug || Send Maintenance Marifest ‘ - ’

[E=NNCR 5

.

Figure 28: GSM Unit Simulator Window

4. Click Connect.
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NOTE: Connection succeeds when the Connected LED color tumrom red to green,

“"ACK Received” is displayed in the Log window, L::R ACK LED ( ) in the lower left

corner of the window turns green for 1 second ( ) and a message from the unit
(256 in the example) appears in the CommCenter window.

5.3 Features / capabilities

The simulator supports the following information / features / capabilities

+ Log window: presents the protocol messages
+ Unit Information: The unit details.

+ TCP Information/UDP Information: Method of transporting unit’s data. A user can
define a target IP and target port of the actual server.

+ I/0 Status: Input/output state. The user can change input states and define the
Dallas number and view the output status.

+ Analog Inputs: A user can set the battery levels.

+ Configuration: A user can set the unit’s transmission rates and the message header.
i.e. unit ID, hardware version, software version, etc. (message type 0).

+ GPS Information: A user can use the GPS Simulator embedded as a module or use
actual GPS.

+ Can Parameters: the user can define CAN information to be sent by the unit
(message type 9).

+ MDT: A user can simulate MDT messages uplink messages (unit to server) and display
downlink MDT messages. The user can also use live MDT.

The simulator screen with several messages in the Log window is presented below.

~ G5M GPRS Unit Simulator ¥2.1.0.15 P[] 3|
~Urit Information: Huick Vie
1 Main Power (12¢ 10:55:26: TCP Connection and Send Status
Uit Number: [152 i T ) From unit 1sz...
[ Backup Battery [12v] 4D 43 47 S0 00 96 00 00 00 08 01 00 04 16 04 OO
00 00 20 01 00 00 00 00 OO0 5E 75 00 00 00 00 OO
[ Not Connected M LED Indicator 00 00 00 00 00 00 BE SA4 OO0 04 02 04 DA 40 A3 03
57 15 57 03 E& 02 00 00 00 00 00 00 00 00 13 2B
rTCP UDP Intamatiors OA 13 08 D3 07 FF .
11:09:56: TCR Connection and Send Status
212143168171 l— From unit 15z...
Host Hast 212143168171 40 43 47 S0 00 98 00 00 OO 08 01 01 04 18 04 00
. . 00 00 20 01 00 OO OO0 00 OO SE 75 0O 00 00 00 OO
Port: [231 Pt 231 00 00 00 00 00 00 €3 S5A 00 04 02 04 DA 4D A2 03
=7 1% 57 03 EE 02 00 00 00 00 00 OO0 00 00 38 09
— 0B 12 08 D3 07 FC
@ Discormested b ckse
140 §tatus | Analag Inputs | Canfiguration | GPS Information | Can Parameters | MOT |
Input Igritiorr Output:
B4 Door Sensor
Shock Serar = M Siren Control M Door Lock
Food Gemanr =) M Grad Stop W Immobilizer
B olume Sensor —_ M GPS pover W Door Unlack.
Hotwite Sensar \arition Off W Hood Lock M Reserved
Bitrece Buttn g W Windows Clase M Feserved
ialer Teme M Gear Locker M Reserved
M Intemal Lights W Reserved
M Blinker Cortiol W Reserved

Hint: Dallas number
[ Logical "0 l— Z
[~ Logical "1" E S

At [Fessine] (e stas) .

Figure 29: GSM Unit Simulator Window
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5.4 Testing GPRS Communication with the GPRS Manager

The GPRS Manager is used to test GPRS communication with the Cellocator unit. To test
GPRS communication with the GPRS Manager, perform the following steps:

1.

Double-click on GPRS Manager in the system tray, to open the GPRS Manager
window.

Enter a port number for listening UDP/TCP port of transmissions from the unit
simulator. Once the command is delivered from the Communication Center, the GPRS
manager sends it to the last known IP address of the appropriate unit.

Enter the unit number. The unit number is an embedded serial number programmed
into the unit. This number is the unit’s unique ID that identifies the unit when sending
a command to the unit or receiving a telemetry message from the unit. This number
can be found on the label on the unit casing.

Verify that GPRS dial up settings are correct:

e Default target IP Address (for GPRS): Enter the IP address of the PC (Public IP) on
which the Communication Center software running.

e GPRS Self Port and GPRS Target Port: Enter the listening and outgoing GPRS port
for UDP messages.

Verify that the first message arrives from the unit. It is displayed in the left hand text
box: GPRS Message type 0 received from unit XXXX, as a normal message sent in
response to a status request or other command/request.

Click Status request. A response should be received from the end unit.
Send an Activate Siren command (Commands>Outputs>Activate Siren).

Verify that the appropriate led on the tester lights. In the same way deactivate the
siren.

In order to initialize SMS manager, in the Communication Center, click
Communication>SMS Manager>GSM Signal Quality.

RI=E
’\Q wession 1,02

~4-eqfll

A G5M Signal Quality: -67dBm | Q‘Q Configuration A’

Ting to open port COM4
Com port iz openad

Suto Baud Read,

Check baud SECD

Check bad 15200
Bawd 2 15200

Irétideng GSM mobde
Iritization done

Figure 30: SMS Manager Report Window

10. Verify that the DLL is not configured to use the SMPP connection of the cellular

provider’s SMSC. Verify on the SMPP tab that Use SMPP Connection is not clicked.
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11. Start the configuration session by clicking Communication>SMS
Manager>Configuration. The following window opens:

Je- Confipuration E”ﬁ]@

Genetal §ellings  Celuly modul/madem | SMPF |

| Sor Enizson GMZ3 =] [ ¥rice Cals oefiings
COM Pt 3
C0OM1  C COWZ 7
©COM2 COME 7

 COMI COM3 SMS selfings

il el SC ackdiess [SCA} [+57254120022
® GO coMi . e
" COME  ( COMIZ @ B

| 2ol
SIM FI [used if mosssany] Geneeal selting:
1111 [ Enable sigral gualiy indication

[T Ensble Modem Reset

| & OK | xlfemal|

Figure 31: SMS Manager Configuration Window

12. Click the Cellular module/modem tab.
13. Define the COM port.

14.In the dropdown list of modems, select the appropriate modem. Define the COM port,
and enter the SCA (SMSC) (SMS center cellular number of your operator) and the PIN
code of the SIM card (if necessary).

15. Click OK.

16.In the GSM Signal Quality window, verify that the system reports successful
initialization of the terminal modem. If so, the SMS module is properly configured.

17.1In order to send an SMS message to the unit, go to the control interface and select
the Send by SMS checkbox.
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